Cookbook for Kerberos Certificate for LARP document database – Windows XP and Internet Explorer – Version 0.1August 24, 2005 – Jean Slaughter
Notes:

1. A certificate is good for a week, but the recipe will give you a desktop shortcut that will make it easy to renew it.

2. You only have to do all this stuff once.  After that, the shortcut takes care of it.

Recipe:

1. Download a certificate that allows you to get a certificate:
a. Go to https://security.fnal.gov/pki/fnal-kca-cert-3.pem
b. Click “open” on the dialog box
c. Click “install” on the certificate window that should appear

d. Follow the “import Wizard” that appears. Choose “Automatically select the certificate store” radio button and click “Finish” at the end.
e. Click “OK” on the “OK” dialog box and “close” on the certificate window.
2. Get the actual Kerberos certificate

a. Make a folder on your hard drive in at the top level.  Call it anything you like – e.g. “K security”

b. Go to https://security.fnal.gov/tools/getcert.zip
c. Click “save” on the file dialog box and put the zip file into the new folder you just made.
d. Unzip the file   getcert.zip you just downloaded – left click on the file, select “Open with WinZip”, the “extract” and put it in the same folder. The folder should now have lots of files in it.  
e. Find the unzipped  file Get-Cert.cmd  and make a shortcut to it on you desktop.
f. Close the folder
g. Double click on the shortcut.  A command window will appear.  Follow the instructions in the window.  It will prompt you for your Kerberos password and it will ask you to close all browser window.  ( It won’t ask if you already have done all this recently.) If it asks for a new password, just ignore and close the window.  The window should say words indicating it has imported the certificate into your browsers.

3. Test the certificate

a. Go to http://security.fnal.gov/pki/browsercerttest.html  ( go to Computing home page, then the blue security box in the middle at the top of the page, then “tools” on the left hand side, then “ “test your certificate”, halfway down the page, then “test your KCA certificate” near the top.  A page should appear with your name and some other information

4. Get permission to put files into the document database(one time only).

a. Go to the LARP document database home page

b. Choose “LARP small experiment documents”.  You will be told you are not authorized.  Click on the link to ask for authorization.  Fill in the form and 
